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Exploration of Network Security Curriculum System in the Context of Big
Data and Artificial Intelligence Era

DONG Lijun, LIU Chao, ZHANG Feng, YAO Hong
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Abstract: The development of big data and artificial intelligence techniques has brought an impact on traditional network security teaching.
On the one hand, many cyber—attacks themselves use the principles of big data and artificial intelligence. On the other hand, artificial intelli-
gence and big data themselves also have security problems. However, the current network security curriculum system has not yet integrated
these contents into an organic whole. This paper analyzes some deficiencies in the macro, micro and process control of the current network se-
curity course teaching, and proposes a network security course system that integrates big data and artificial intelligence. By through the "full
network security" based on artificial intelligence and big data course construction, the knowledge integration of artificial intelligence & big da-
ta security, and the construction of network security knowledge graphs, this study establishes a network security course system for big data and
artificial intelligence backgrounds, and makes up for the content in the current network security teaching, to improve the teaching effect. This
paper provides a new method of the network security teaching from the perspective of artificial intelligence and big data, and strives to promote
the integration of information security, artificial intelligence, and big data—related professional knowledge.
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Fig.1 BANS curriculum framework
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Fig.2 Content of the BANS curriculum system
El2 BANSREBERAR

BT N AR5 B A 190 2% 22 4 R R RT3 13
BAFUREE A OTE VAR 9 2522 4 B AU B B0 R
SRR G2 A TR AR N A I [R I, S 3 UM S N 2
GG AN TE R AT R 4 22 2 T BE 2 ) E B2 2R
B SEIT IREIR A , 4 BN 5y B R | by 20 21 22 1 7 X0k e )
2% 2% A RGBSR T BA AN T BE AR B 50K T
B, 5| S R il ad 508 1 05 208 20 58 B 5 4R @k
Z S BEAR (AN R 45 & BB SO AT A, HF 455
HERI N TARTEROR ) , B 4R BRI S2 0k G & L
U], DI Ry 30 18 3 2 A 7 S e 7 P 52 48 Python 2
IR e el R (A TR R e b et S U E G
B R R 5 BUM R 207 2 A 127 S S R A &
TE— TR M 44 2 AR TR A A A ASC SR BRANER T Al 1972
A A AR GRS T TR/, Sy AN R 55, 4%
MR DL TR0 A 5, i A TR B N TR B S R
P 57 B B R 4 22 A R A

5 HFELBREMR

IRFELLEF BANS PRAR 1R iz B SL PR rh AR 4
AW LAY Y BANS DR SC BRI 1 ZAR A BANS i
51 /NMEIRG.-ETEEREMAAAEhE I E B &N
SHry

)0 BANS IR IR R s BRI (M 26 5 &
Gi 2 A LU Y S N 2 A 4520 o T8 5, R DIBCF
A AT 2, RN T B AN AR AR G AR A 73R A

Z 7Y 5 . i[9 1 51 2% (Access Control List, ACL) 55
PR b2 2% 25 1] Hh A7 S eI . OKE ACL Ak — A~ — 4%
Kl G={UUP,Ef , = U nT My H P3G, P AT AR 4R
A AN BEETEAE T UM P 2 8] MG E B, 1E1E5E
1) 2 AL CAn B K% ) w5 — A5 A R A A A R S
it X ACL A 3235 — i [y E 47 0, B MK 2 B AT e
B P R 3552 5 ACL YR FE Rl i “ F P AL, 4B

A

(i) R 114 < 7 TP X i B PR 8 T, A5 408 14k 7
A R TR, HIRE R C A AR B T
IR N e

SERR R A AL o7 ] FUECE 12 4 AR BTG
IEE N RHUE ACL A i T A 1 BURAR e 1) i, A1)
A RSB A Vs R ] o PR R A — DR
B8 TTAHA 1 — AR RIS 3y 77 oK s K 4

RN LR - S LA 45 22 A Vs Rl 1 D 15 55 L K i
DI RBAE B 109 202855 1) 2 1) 1] 255 >R 1 367 7
~J B REAEL AL &R 27 ) AR A2 8 B, DU REIL AR
fi i 7 AR TT 5 . LR ER A T ML A LR
21 KRBT RN AR T BANS ERER (A Z
R 22 4R J3E [0 285 22 A R R B JEAEL
52 RERG-ETEMNIANNEZEMIAEEHE
AL

RHF R0 BANS BREE IR R i) — A58 i B
O R R S TR PN A, SO DAy RO R L T A
BN RS ST SR A — I 2R 5 SRR 3 o IR, AR 52 4014
MRPRATS 5 o PR 7 58 BT R SE R E AT 2
2L TR H S R

R 5 AR BRI AT, 7E BANS BRER IR £ v,
W 245 22 4 MR AN AL AR 2 L (9 R 45 55 R S84 0K i H.
LR AL 2 2 A IR HA ML AR L A BN A, B TR AR AT
ZIAAFAEAE R IR, TG I T — > R AR 1 L0 4%
— T i) 9 245 22 A R TR R o 0 4 22 4 R R 3 T
TG T AR N 2% 22 2 R 2007 50, 52 1A
ZHE ) IR A A T 52 I, BEA ) 2 A 4 T o b A
2R AR

0 2 ARG R A TR A I 2% 22 A R
T B B S A9 R A7 R 2 A 2 M A (Encyclopedia of Cryp-
tography and Security (2nd edition) ) , % 45 &4 & B 1527
FEM 2822 2 N A R4S, i 460 F SCER AL, B 45 R
A 2% 2 A B AT 44 1) SRR R R B R
NGBS /S

FOARTT 58« B U b 0 T g A ) 4% 22 4 SRR



28 1

HOUR LN LK B AR REER S TR BRI BN R4 A TR R BTST - 41 -

BTGB SR RISE R o SERh IO A4 T A7 24 T Y
ST T AT 4 3R ) S A R e T A U B S
PRI T A AR B B S I . X T OC R A, T
R A g — F AL AN R RIS A SR B, A )
TR LaTex JAS AT A5 ), BT LA Al AR 46 1 6% 422 A1 LaTex
A , 3z ) Python & HUEOAR HL~r S UL FEAT R R 4R
B, MR SR G AR R AT R el S RT3

P SRS < KA S Y SR TR PR 33 D e % 114 T i P T R,
Neodj FEAT A7 , 18] 3 Oy 2 A 7 52 B VET 5% 10 1) 7 AR T LA
A AT LU T Rde P ) A R A T A

atnition )

Inearfoadback st regiter

(a) Partial display of the graph (entities and relationships of the A51 algorithm)

(a) PG R (AST LSRR )

(b)  Global display of the atlas
(b)  FEifk&RER

Fig.3 BANS network security knowledge graph example display
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